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CMMB IQ Conversations
Interview with the Chairman of the TTSEC

CMMB IQ conversations feature interviews 
with key players in the Caribbean financial 
and investment community. For the first 
issue of CMMB IQ, we decided to speak 
to Mr. Osbourne Nurse, Chairman of the 
Trinidad & Tobago Securities and Exchange 
Commission (TTSEC).

Mr. Osborne Nurse was appointed Chairman of the Trinidad 
and Tobago Securities and Exchange Commission on 
29 April 2003 for a period of three years. Subsequently, he 
was re-appointed on 19 May 2006 for the same term and in 
September, 2006 he was appointed Chief Executive Officer 
of the Commission, also for a period of three years. 

Mr. Nurse is a Management Consultant who has had a 
distinguished career in the financial sector. He was also the first 
Chairman of the Association of Caribbean Securities Regulators, 
a body geared towards promoting and facilitating the sharing of 
information among Caribbean Regulators, as well as promoting 
and providing for the coordination of regulatory policies and 
cooperation among its members.

Prior to joining the Commission Mr. Nurse was the General Manager of First Citizens Bank, the Managing Director of Workers 
Bank (1989) Ltd, and the first General Manager of the Deposit Insurance Corporation. He has also specialised in the organisation 
and financial restructuring of several distressed institutions including Workers Bank (1989) Ltd and a number of development 
financial institutions throughout the region.

CMMB IQ: What are some of the major 
issues the SEC is currently handling?

Mr. Nurse: Currently the major matter being dealt with is 
the RBTT/RBC merger/amalgamation. This transaction has 
certain implications for Trinidad and Tobago. On the one 
hand it has implications of the participation by international 
companies in Trinidad and Tobago, as well as there are 
implications derived from the openness of the market. 
Furthermore, we know that there have been some negative 
comments about a foreign company coming back to buy a 
local company, especially after it had been here before and 
then left. From our perspective, that is a market development 

and it is not the SEC’s position to have expressed views 
as to whether that should happen. In this particular case 
the consequence of the transaction is that RBTT, which 
represents some 13% of the market capitalisation on the 
stock exchange, will go private. We and all the policy makers 
felt that this is, potentially, a very serious problem for the 
overall market. 

We felt that if such a significant issue was taken off the 
market, that could have negative knock-on effects on the rest 
of the market that is characterised by low liquidity, particularly 
since RBTT has been one of the more volatile/actively traded 
stocks on the market. Out of that concern the SEC has at 
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all times told RBC representatives that we expect that they 
would replace RBTT shares with something on the stock 
exchange to an equivalent value.

We discussed some of the options, one of which was to 
directly cross list RBC shares, but we felt that with a float of 
1.3 billion shares, to cross list what we calculate to be about 
37million shares on TTSE that only trades three days a week 
during certain hours, may expose RBC to some arbitrage 
risks that may be of concern.

Absent a willingness to make the new local company also list 
on the stock exchange, because RBC seems to insist that 
RBTT will be a private company and is no longer going to be 
listed in any form, and providing no direct public participation 
in that entity, we came up with the idea to therefore list 
depository receipts. The idea of depository receipts is that 
this would be a new type of security, contributing to the 
vibrancy of the market. 

CMMB IQ: What is your view on merg-
ers and acquisitions in this market?

Mr. Nurse: In our view there is going to be continued merger 
and acquisition activity in the region. It is expected that 
merger activity will go in all directions, i.e. regional companies 
potentially coming in to Trinidad. Trinidad companies have 
already demonstrated going out to the region, and foreign 
companies coming in to Trinidad. We think some of this 
is inevitable as major companies in the region are looking 
for greater growth opportunities through the merger and 
acquisition route rather than growing the companies internally. 

With mergers there appears to be sensitivity to the Takeover 
Code. There is an attempt to describe the transaction as 
a merger or amalgamation—anything else but a takeover. 
SEC’s view has been consistently that as long as there is 

an acquisition to gain rights to 30% or more of a public 
company, then the transaction falls under the Takeover Code. 
That means that such transactions will have to meet the 
disclosure requirements of the Takeover Code specifically as 
applied to the offeror/acquirer and reflected in the code as 
the offeror’s bid circular, and as they are applied to the target 
as reflected in the code as the directors’ circular in response 
to the bid circular. Both disclosures are required and all the 
items identified in the Takeover Code in these two areas have 
to be addressed.

In the RBC/RBTT transaction, just as we did with the Neal 
and Massy/ BS&T original merger transaction, and in the 
FCIB/Barclays Bank transactions, we are allowing them to 
do a single document (Information Memorandum) to go to 
shareholders to vote, but that document must contain all  
the disclosures.

I want to reinforce the point that all transactions, once they 
either involve a public company as a target, or a significant 
or material development in a public company who might be 
buying a private company, and if they have to do things like 
issue shares as part of the consideration, all of these things 
come under the Commission and generally fall under the 
disclosure requirements either for a prospectus for the issue 
of shares or under the Takeover Code. 

CMMB IQ: If you are to look back, what 
would you say is your major accom-
plishment as the SEC Chairman?

Mr. Nurse: I would say the major accomplishment is really 
something that is intangible. In the last, say, two years, the 
SEC has issued a number of policy guidelines and we called 
on the market to comply with those guidelines in terms of 
their applications to collective investment schemes, capital 

Absent a willingness to make the new local company also list on the stock 
exchange, because RBC seems to insist that RBTT will be a private company 
and is no longer going to be listed in any form, and providing no direct 
public participation in that entity, we came up with the idea to therefore 
list depository receipts.
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for underwriters, registering of fixed income brokers and 
securities companies etc, and they have done it even though 
those guidelines are not yet law.

This to me says that the SEC has achieved an image that its 
guidelines are persuasive and do not need to be codified in 
law before they are practiced. This makes it easier to regulate 
the market, as getting laws in the form of regulation takes 
time. But given all that has been done, market guidance 
issued by the SEC has come to mean something—at least 
to the market actors and participants, even if less so to the 
average man in the street. 

CMMB IQ: What would you like to ac-
complish in terms of market guidelines 
and regulations going forward? 

Mr. Nurse: We see that it is our primary role to respond to 
the market’s developments and put the regulatory framework 
into place. But we see that part of that regulatory framework 
ought to be an effective role for Self Regulatory Organisations 
(SROs). That has not happened so far. We now have two 
SROs in the Trinidad and Tobago Stock Exchange and the 
Trinidad and Tobago Central Depository (TTCD), and self-
regulation is not yet fully developed. Things that we would 
like to see done have fallen on us. For example, we have to 
do a lot more market surveillance than most commissions. 
The USSEC doesn’t do trading surveillance. In Toronto the 
OSC doesn’t do the market surveillance, rather, there are 
three SROs recognized by the OSC: Investment Dealers 
Association of Canada, the Mutual Funds Dealers of Canada, 
and Market Regulation Services of Canada. It would take a 
certain burden off the Commission if SROs were to undertake 
that role in terms of investing in the technology for monitoring 
and then referring to us those matters that we are to pursue.

We have undertaken significant investments in technology at 
the SEC to give us a capacity for monitoring and taking the 
first steps to regulate and enforce market behaviour. If we 
can have a development of self-regulatory organisations (and 
securities dealers have indicated a move in that direction), 
then those SROs would do that kind of regulation. This would 
require them not just to say that you’re a member and there 
are membership rules, but that you are required to behave 
in a certain manner under the securities laws and that the 
SRO is going to enforce those securities laws on behalf of 
the Securities Commission. At the point when they need 
the Securities Commission to come in then the SEC will 
intervene. But if all the SROs are granted that status under 
the Securities Act, then they are there as extensions of the 

powers of the Act to regulate behaviour of their members, 
and that’s a development that we would definitely like to see. 
The Securities Dealers Association of Trinidad and Tobago, 
which was formed in 2007, says that it will be a little while 
before they can apply for Self Regulatory Organisation status. 
I would hope that that will take place in a short space of time 
and that they are prepared to perform the full role. 

CMMB IQ: In your experience in the 
financial services industry, what would 
you say has been the biggest develop-
ment in the capital markets over the 
past 25 years? 

Mr. Nurse: I would say the introduction of Mutual Funds 
which, I think, between 1993 and 2006 went from $5 billion 
to $35 billion and at one time threatened to overtake bank 
deposits as a source of savings.

Also, there has been quite a market for the issue of 
Commercial Bonds. If I recall correctly, SEC registered bond 
issues for the year ended September 2005 in the amount of 
$13.8 billion. The number of issues has declined in the last 
two years. Out of concerns to try and understand what is 
taking place the SEC has reviewed the registration process 
and now requires registered issuers—that is Reporting 
Issuers—under the Act to register all issuers of securities, 
including those targeted to fewer than 35 persons. 

The recent launch of a secondary bond market is another 
significant milestone in the development of the market.

If I recall correctly SEC registered 
bond issues for the year ended 
September 2005 in the amount 
of $13.8 billion.
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CMMB IQ: The CBTT is in the process 
of launching a secondary market for 
bonds. Do you think this will result in a 
more active secondary bond market? 

Mr. Nurse: Given the fortunate state of its fiscal operations 
the Government has had little need to approach the market 
for trading, but has recently in 2006 and 2007 done so.
The efficacy of the secondary market will depend on two 
factors—the availability of market markers and the existence 
of a predictable supply of government bonds that will help to 
facilitate market making and trading activities. 

CMMB IQ: Is there anything the SEC 
can do to create a more vibrant stock 
market?

Mr. Nurse: Our role is to provide an environment and 
a framework for the market to work. The market has 
responded, to some extent, in the form of a number of new 
products that have come in to us such as Asset Backed 
Securities. This is an encouraging development, reflecting 
increased activity by the market to create new opportunities 
for investors. Further opportunities may become available as 
private owners as well as the public sector are encouraged to 
make more use of the capital market as compared to 
bank debt. 

In this regard, the challenge for the Commission as regulator 
is to understand the new products as quickly as possible in 
order to ensure that the adequacy of disclosure standards 
is maintained.

CMMB IQ: The Government has plans 
to transform Trinidad into an Interna-
tional Financial Centre for the region. 
Has the SEC been involved in this pro-
cess, and what role do you see the SEC 
playing in achieving that vision?

Mr. Nurse: We have been involved in it and our role is that 
we will be the regulatory agency, or that we will provide the 
groundwork for such a regulatory agency. How we regulate 
existing capital markets has a significant impact on what are 
the possibilities of this International Financial Centre (IFC). It is 
this perspective that underlies our approach to the regulation 
of our existing market, so if we allow ourselves to be 
perceived as an ineffective regulator, then that will negatively 
affect the IFC. 

CMMB IQ: What is the SEC doing to 
protect investors who are being sold 
increasingly sophisticated investment 
products?

Mr. Nurse: Firstly, once such products come to us, before 
we approve them we undertake the necessary research to 
understand the product and understand what the related risks 
are, and therefore ensure that in the promotion of the product 
there are appropriate disclosures. Our primary mechanism 
for protecting the investor is through requiring disclosure. 
We also promote investor education more generally and 
we currently started another installment of our own investor 
education programme, which has so far focused on the fifth 
and sixth forms of secondary schools. 

CMMB IQ: Doing what you have spo-
ken about in terms of regulating the 
market, you require staff that has ex-
perience and expertise in this area, 
but there is always a perception that 
the so-called best and brightest go to 
the private industry. What are the chal-
lenges you have had in attracting and 
retaining staff and how have you dealt 
with it?

Mr. Nurse: The truth of the matter is that what we do at 
the SEC is done only at the SEC. Our perspective on the 
securities market exists only at the SEC. So even if you came 
from the private sector with securities involvement, there is 
a whole lot more to be learnt when you come to the SEC. If 
you are interested in the securities industry and how it works, 
how it is developed, how you monitor and enforce, then the 
only place to get such exposure is at the SEC and we do 
invest a lot in training. Unfortunately, the way of the world 
is that anybody who comes here and gets that experience, 
sometimes in addition to some experience of actually doing 
transactions, then becomes very attractive to people who can 
pay much more than we can. Many younger professionals 
appear to be highly motivated by the extra dollar. There is a 
similar degree of competition among private sector entities 
as well. 

CMMB IQ: There have always been 
rumours of insider trading in the local 
stock market. How would you respond 
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to this and what role is the SEC playing 
to prevent or detect insider trading?

Mr. Nurse: Insider trading is really an offence in which 
someone who has material information that has not yet been 
disclosed to the public uses this to trade or to encourage 
another person to trade, thereby gaining an unfair advantage. 
Much of the evidence that is required to successfully 
prosecute such an offence is circumstantial and relies on 
the evidence of trading patterns on other persons who may 
be involved in the matter and on the ability to fully trace the 
funds used and derived as benefits of the trade. In the US the 
Securities Commission (USSEC) has the benefit of access 
to telephone records, email records, calendars of meetings, 
and bank records in helping them to build credible cases. In 
addition, the USSEC can rely on the broader support of the 
legal environment, in which, for example, lying to an officer 
of the Commission constitutes the crime of lying to a Federal 
Officer. Even with this level of general and specific legal 
support, the USSEC still only enjoys less than a 50% success 
rate, so difficult is the challenge of bringing such cases. 

We are at a disadvantage in respect of how much we can rely 
on access to bank, telephone or other records. 

Given the difficulty of successful prosecution, our response 
has been to focus on the obligations of issuers to make 
timely disclosures of material changes. Failure to make those 
disclosures promptly may be a contravention of the Act. 

We are currently in the process of issuing guidelines for the 
reporting of trading by insiders. This pertains to directors and 
officers and their related parties who would be required to 
report to the Commission every trade they make in securities. 
This is intended to improve the level of transparency 
concerning the trading behaviour of such connected persons, 
and therefore improve confidence in the integrity of the 
system. It is in this context of disclosure that the Commission 
imposed penalties of some $1.2 million on 62 institutions for 
failing to submit their six-monthly and annual financial reports  
on time. 

We are attempting to streamline procedures to deal with 
these contraventions. In the interim, 593 cases of this same 
late filing contravention have emerged. Each contravention is 
subject to a maximum penalty of $50K. That’s about 
$29.5 million of potential penalties for not filing annual reports 
within 120 days of the financial year end and annual financial 
statements within 90 days of the financial year end. 

This level of continuing contraventions suggests that the 
penalties may be too low and we have proposed much more 
severe penalties in the proposed new Act. 

CMMB IQ:  Is there anything else you 
would like to add in terms of your vi-
sion for the SEC?

Mr. Nurse: I think we are going in the right direction. All 
of the developments so far have been positive. I think the 
most laggard issue in the development of the market is 
the willingness of persons to issue securities. That needs 
to be addressed and all parties in both the private and 
public sectors have a role to play in getting that to happen. 
Secondly, I think the market participants and actors need 
to take steps to address what could be seen as legitimate 
concerns. The appearance of conflicts is just too great to 
engender the level of public confidence that you want. The 
unwillingness to make disclosures is just too great. I recall 
two or three years ago talking to a potential issuer of a Mutual 
Fund, and saying that these are the disclosures that we want, 
and getting the response that if they disclosed all of that, then 
they would have no product. My response was, “Ok, great! 
If it’s good they’ll buy it, if it’s not, they won’t”. So the market 
participants have a very big role to play if this market is to 
come to the level of regional and international leadership for 
which the Government has an ambition. 

The Government’s role is two-dimensional. One is lawmaking 
so that regulation could be effective. If lawmaking is three or 
four or five years behind market developments, you would 
end up with a certain degree of imperfection that impacts 
negatively on confidence. The second is how they contribute 
to the economic activity. That includes of course whether 
or not they divest the entities they hold. The market keeps 
saying that that is the key to the expansion of the stock 
market. That is one of the solutions to the problem. It is a 
contribution but not the unique solution to the problem. 

If private sector businesses and entrepreneurs use the market 
for raising capital, it will move. If they educate investors in 
the use of the market, it will move. We are doing our bit, the 
Central Bank in the National Financial Literacy Programme 
is doing its bit, and some of the institutions are doing their 
bit. The growth and development of the market is not 
simply and uniquely the responsibility of the Government 
and the regulators. It is also a shared responsibility of all the 
stakeholders, including issuers and potential issuers, market 
actors and investors. 
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Alan Greenspan’s memoirs “The Age of Turbulence” 
offers a candid insight into what shaped the mind of 
this man who left such an indelible mark on not only the 
American economy but world economic and political 
thought as well. Even today, he is revered world over as 
the guru of all things economic.

His tome is a veritable tour-de-force for anyone who wants 
to understand the mechanics of the American economy that 
influences almost every other economy in the world due to 
the interconnectedness through globalisation.

The book, which opens with a tense description of a Swissair 
flight from Switzerland to Washington that is forced to return 
to its base (it was September 11, 2001), is likely to leave the 
reader wondering if he has picked up a John Grisham thriller 
rather than a book written by the usually obtuse Chairman 
Alan Greenspan. Crisply written, the book leaves one 
wondering how such an articulate individual mastered the  
art of gobbledygook whenever he went before the Congress 
to testify.

In his early days, Greenspan was strongly influenced by Ayn 
Rand’s philosophy of ‘rational individualism’ and ‘laissez-faire 

The Sage of Turbulence
A Review of Alan Greespan’s “Age of Turbulence” 
By Ram Ramesh, CFA

capitalism’ which celebrated the influence of the individual 
over the collective and indirectly of the wisdom of the 
collective individualism over any society. 

Throughout the later half of the twentieth century, books 
written by Ayn Rand such as ‘Atlas Shrugged’ and 
‘Fountainhead’ had a profound influence on the youth of the 
day (including this writer!) and helped shape the economic 
and philosophical thought of that era. Greenspan was among 
the prominent ones who maintained a balanced outlook on 
the philosophy without it overpowering all his actions.

In 1952 when Alan Greenspan, at the age of 26, 
moved to a two-family house in Queens in the 
suburbs of New York, earning what was then 
considered as ‘a handsome salary’ of $6,000 a 
year and working towards a Ph.D in economics, he 
thought he had his life all set. Little did he know 
that his life would take a tumultuous turn that 
would catapult him into one of the most influential 
figures in the history of 20th Century America. 
Nearly fifty-five years later we have the opportunity 
to take a rare and candid glimpse into the life 
of this one man who seemed to have had such a 
significant influence on the fortunes of the largest 
economy in the world.

Greenspan was among the 
prominent ones who maintained 
a balanced outlook on the 
philosophy without it overpowering 
all his actions.
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Roughly every six weeks, analysts world-over eagerly await 
the outcome of the Federal Reserve Open Market Committee 
(FOMC) decisions with respect to interest rates (Fed Fund 
rates). This is arguably the single most influential factor for the 
markets. Greenspan gives a detailed insight on the workings 
of the FOMC and provides a useful guide to analysts on how 
to read the actions of the FOMC. 

One of the inflection points of Greenspan’s Chairmanship 
of the FOMC meetings came when he persuaded the 
Committee to keep interest rates low despite full employment 
in the US economy.

At the height of the economic boom in the late nineties, 
economists all around the United States were concerned 
of the historically low unemployment figures that showed 
near full-employment. Their worry was that a sustained low 
unemployment was likely to spark an increase in inflation 
since unemployment has an inverse relationship with inflation. 
Every student of economics is taught that low unemployment 
will invariably lead to higher inflation, just as it is happening 
in Trinidad & Tobago today. Economists refer to this as the 
‘Philips curve effect’. However, Greenspan challenged this 
notion based on his observation that in the ‘new economy’, 
productivity increases have greatly off-set inflationary 
pressures caused by high employment. This led him to advise 
the FOMC, as its Chairman, to hold its hand from increasing 
interest rates which resulted in the US economy continuing to 
expand uninterrupted for several more years, mostly through 
the Clinton era. Greenspan’s instinct in holding his hand on 
interest rate hike is considered even today as a singular mark 
of a man who not only understood the economic numbers 
inside out, but also had the instinctive ability to see the new 
forces of economic change even before the numbers could 
prove them. 

Some of Greenspan’s critics nevertheless blame him for 
letting the economy expand unfettered for too long, which 
led to the stock market bubble and eventual bust in 2001-02. 
Some others even lay the sub-prime mortgage crisis at 
Greenspan’s doors. These criticisms will be more objective 
if they have taken into account the view point professed by 
Greenspan in his memoirs.

Despite close working relationship with the executive branch 
of the government, he fiercely maintained the independence 
of the central bank of the country at all times. Even though 
Greenspan was a known Republican, he maintained an 
independent mind as far as Fed matters were concerned. 
In the book he cites the team work among democrats: Bob 
Rubin, the treasury secretary, Larry Summers, his deputy, 

and himself that defused many a crises including the Mexican 
‘Tequila’ Crisis, 1997, the Asian Contagion and the 9/11 
aftermath. Any central banker would find valuable lessons 
here on how to handle an economic or financial crisis through 
moral suasion.

On the other hand, he is known to have disappointed the 
senior Bush by not cutting rates quick enough, which could 
have helped the economy grow faster. Bush blamed this for 
his failure to get re-elected. 

Greenspan does make a confession in the book for making a 
wrong call by supporting the tax cuts proposed by George W 
Bush, which practically wiped out the surpluses accumulated 
during the Clinton years. His rationale for supporting the 
tax cuts is an interesting one. He was concerned that if 
the government accumulated too much surplus, it would 
then begin to acquire private assets from the market, thus 
competing with the private sector which can lead to a 
spiraling of asset prices. Obviously this did not come to pass 
as the stock market bubble burst, bringing down with it asset 
prices in the market and wiping out the surplus that many had 
bet on.

In the final chapters Greenspan gives the reader a veritable 
discourse on economic thought and philosophy from the time 
of Adam Smith to the modern day globalisation challenge. 
At the end of the book, he even attempts to offer a ‘delphic 
prophecy’ on the future, notwithstanding his own confession 
that “I have been forecasting for 50 years and I had not seen 
any improvement in our capability of forecasting”. It is said 
that you only need two things to make a good forecast, 
a vivid imagination and a good vocabulary. The man who 
confounded many a Congressman with his Fedspeak and 
who guided the largest economy in the world during the age 
of turbulence does not lack either. 

Greenspan does make a confession 
in the book for making a wrong 
call by supporting the tax cuts 
proposed by George W Bush,  
which practically wiped out the 
surpluses accumulated during the 
Clinton years.
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Computer security and encryption

Computer security is a very broad topic but here we’ll briefly 
define it as a means of controlling access to data. When all is 
said and done, security comes down to trust. Do I trust the 
software programme I am running right now? If we step out 
of the computing sphere we can ask the same questions for 
other things we try to secure. Do I trust the car alarm that I 
have installed and the person that installed it? Although we’re 
conditioned to know what to look out for in the real world that 
might look suspicious, unfortunately most of us cannot readily 
identify suspicious activity in the online world. To secure 
data we would like to keep the data confidential, keep the 
integrity of the data intact, as well as make it available only to 
authorised persons.

Encryption is a means of scrambling data so that only an 
authorised person can de-scramble it. As such, it enhances 
the security of data storage and communication. You may 
be most familiar with encryption when trying to purchase 
something online. When you go to a “secure” website 
that has an https prefix in its address, there is encryption 
happening between your computer and the website. Only the 
data in transit is secure, not necessarily the data stored on 
your computer or the website after it gets your data.

Protecting Financial Data
Christopher Ottley, Senior Application Specialist, CMMB

The big bad nasties out there 

To best secure your data, you should understand what threats 
are out there. These online threats are collectively referred 
to as malware. Malware, a blend of the words malicious 
and software, is any software developed for the purpose 
of damaging a computer system. There are many types 
of malware, including the more widely known viruses and 
worms, and not so widely known trojans, spyware, some 
types of adware, keyloggers and rootkits. Each of these 
different classifications of malware work in different ways and 
introduce different types of threats to your system and data.

Over the past two decades, computers and technology 
have integrated themselves further and further into 
our daily lives. They have irrevocably altered society 
and upcoming generations will grow up in a world 
where information is available to almost anyone, 
anywhere and at any time. As individuals we use 
and create complex financial data constantly, be it 
budgeting for a family vacation or checking the value 
of a stock price online. This article will cover some 
ideas that will not only let you protect your computer 
and financial data but also allow you to protect any 
sensitive non-financial data as well.

These online threats are collectively 
referred to as malware. Malware, a 
blend of the words malicious and 
software, is any software developed 
for the purpose of damaging a 
computer system.
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There are two types of attacks that computer crackers use. 
The first is automatic via the network a computer system 
is connected to (usually the Internet). The second is via 
techniques collectively referred to as social engineering. 
These techniques trick users into doing things they wouldn’t 
ordinarily do, such as executing a virus infected programme 
or divulging confidential personal information.

Computer viruses, like their biological namesake, attach 
themselves to a host programme and are transmitted host 
to host via user interaction. Some variants instead attach 
themselves to Microsoft Office document templates so each 
document opened and saved is infected with their macro 
virus code. Viruses usually corrupt and modify files on their 
host computer.

Computer worms don’t need a host to propagate and 
automatically try to infect other computers on the network. 
Usually they collectively just consume network bandwidth, 
but some also include other types of malware as a payload, 
such as spyware programmes that give computer crackers 
unrestricted access to the computer.

Spyware provides computer crackers with two broad abilities. 
The first is the ability to remotely control your computer 
without your permission or knowledge. This is done by 
installing a backdoor programme also known as a rootkit. 
Rootkits usually try to hide their presence by concealing what 
programmes are really running on a computer. The second 
is the ability to spy on your computer usage. They do this 
by installing keyloggers to record your keystrokes, which 
record things like usernames and passwords. They can also 
install sniffers to see what data you are communicating on 
the network via other programmes such as email and instant 
messaging. 

Backdoor programmes can also be installed by trojans. 
Trojans are software programmes that claim to be doing one 
thing, but in fact are doing something totally different. Trojans 

derive their name from the story about the Trojan horse in the 
Trojan war. Trojans are not viruses, but in fact rely on social 
engineering to propagate.

Adware is a general class of software which is ad supported. 
The software downloads and displays ads while in use. While 
not all adware is malicious, some adware also behave like 
spyware and are not to be trusted on systems with  
sensitive data.

How to protect your computer when 
connected to the Internet

Unlike your home or office network, the Internet should 
always be viewed as a hostile public network. The best way 
to protect your computer from automatic network attacks 
when connected to the Internet is to use a firewall. A firewall 
is a device which filters requests on a network. Based 
on a set of rules, it will either allow or deny the request. 
The best type of firewall is a hardware firewall or firewall 
appliance. Alternatively you can install a software firewall. 
Two of the popular free software firewalls available for 
download are Check Point ZoneAlarm and Comodo Firewall. 

While Microsoft Windows XP SP2 comes with its own 
firewall, it’s not seen as being as effective as it only blocks 
inbound network requests potentially allowing unauthorised 
programmes such as spyware to access the Internet. You 
can review a list of personal firewalls available at http://www.
dmoz.org/Computers/Security/Firewalls/Products/Personal_
Firewalls/

Many types of malware use security vulnerabilities in popular 
software to install themselves without user consent. You 
should also consider using alternative web browsers such 
as Firefox or Opera and, depending on your requirements, 
alternative systems such as Mac OSX or Linux as 
heterogeneous software is generally harder for malware  
to target.

Trojans are software programmes that claim to be doing one thing, but in 
fact are doing something totally different. Trojans derive their name from 
the story about the Trojan horse in the Trojan war. 
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There are a number of tools online that will help protect your 
Windows computer and data from spyware and adware. The 
first is Lavasoft’s Ad-Aware http://www.lavasoftusa.com/ and 
the second is Spybot Search and Destroy http://www.safer-
networking.org/. Ad-Aware may ask for a registration code, 
just click cancel to run the free version. Both Ad-Aware and 
Spybot Search and Destroy will scan your system to identify 
any potential threats and remain in memory to black-list any 
processes which are known spyware from loading.

You should also install some anti-virus software. This will scan 
files on your hard drive for known viruses and trojans. There 
are a number of good anti-virus software packages which 
rival, and sometimes exceed, detection and cleaning rates of 
the other more well known anti-virus vendors such as Norton 
and McAfee. One of these is Bitdefender which according 
to an April 2007 test by the folks at virus.gr, ranks #6 with 

a 97.70% detection rate (http://www.virus.gr/portal/en/
node/28) higher than McAfee (#16 with 90.65%) and Norton 
(#21 with 86.08%). Bitdefender allows you to download their 
previous version for free, so it is a good alternative for those 
who need protection on a budget.

How to easily encrypt sensitive data

Even disconnected from a network, your saved financial data 
is still at risk from direct physical access. This could happen 
if you take your computer in to service or you let someone 
else log onto the machine. To protect your data you can use a 
free encryption utility called TrueCrypt (http://www.truecrypt.
org/). TrueCrypt creates a virtual encrypted file and stores it 
on disk. The encrypted file is then presented to the user as 
another drive letter in Windows. The encryption is transparent 
to any software you may be using and is almost impossible 
to decrypt (it may mathematically take thousands to millions 
of years to crack depending on the configuration) without 
knowing the password or having a passkey.

Conclusion

Securing your data and protecting your computer from online 
attacks may be a bit more trouble to go through, but the 
peace of mind clearly outweighs the added inconvenience. 
There is no set of tools and technologies that will protect your 
computer and data from every single online and offline threat 
100% of the time, but by knowing the threats out there and 
following these tips your sensitive data would be much more 
secure and less likely to fall into the wrong hands. 

There are a number of good anti-
virus software packages which 
rival, and sometimes exceed, 
detection and cleaning rates of 
the other more well known anti-
virus vendors such as Norton and 
McAfee.

Protecting Financial Data (Continued)
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Why all the fuss about IFRS 7?

IFRS 7 introduces a number of changes to financial statement 
disclosures, including:
•	 the need to disclose information on credit and liquidity 

risk
•	 Having to prepare sensitivity analyses in respect of 

market risks
•	 Requiring disclosure of the components of the fair value 

movement for items classified as fair value through profit 
and loss

•	 Information has to be disclosed in terms of classes (lower 
level than previously required!) 

All of the above needs to be disclosed in respect of the 
current year as well as prior year comparatives. 

In addition to the IFRS 7 provisions, there are also disclosure 
requirements which arose from amendments to IAS 1, in 
particular, capital management strategy. All of this information 
has to be disclosed from the perspective of ‘through the eyes 
of management’ i.e. how does top management address the 
specific financial risks that face their company. 

IFRS 7–Financial Instruments:
Disclosures

By Nigel Panchoo & Haseeb Mohammed, PwC

There are both quantitative and qualitative disclosures 
required by the Standard. Management is required to 
disclose: the exposures to the financial risk and how they 
arise; the entity’s objectives, policies and processes for 
managing the risk; the methods used to measure the risk; and 
any changes to these disclosures from the previous reporting 
period. You will note that some of these are not simply 
numbers to obtain but qualitative narrative information on how 
managment manages the financial risks of the business. 

IFRS 7 represents a significant change from previous 
Standards. Under the new standard management is required 
to communicate to the market how they perceive, manage 
and measure financial risk. This may be positive for those 
companies that have robust financial risk management policies 
and procedures. For those that don’t, this will be very evident 
and could potentially have negative effects from the market. Not 
only does it affect financial institutions, but manufacturing and 
retail companies are also affected. What needs to be disclosed? 
What does a company need to do? Does your company have 
a plan to get the information from your people and systems? 
This article will provide some answers that can help you get 
prepared to implement IFRS 7.

All of this information has to be 
disclosed from the perspective of 
‘through the eyes of management’ 
i.e. how does top management 
address the specific financial risks 
that face their company.
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Essentially, IFRS 7 requires management to tell the world 
what risks weigh on their mind and more importantly what 
they are doing about such risks. It follows that those who 
have a good story to tell, and tell it clearly, will potentially be 
rewarded in the marketplace.

What needs to be disclosed?

Credit risk
This is viewed by many as the area which has the most new 
mandatory disclosure requirements. Companies are required 
to disclose:
•	 Their maximum exposure to credit risk and any related 

collateral held.
•	 Information on credit quality of assets that are fully 

performing. What is the internal system for assessing 
credit quality? Is there one? Is there a need to prepare 
one? 

•	 There is a new category of disclosure called “Past 
Due”. Management would have always prepared 
information in respect of those financial assets which are 
fully performing and those which were impaired. Now 
companies need to disclose those which are past due 
but not yet impaired. This at first glance may not seem 
that difficult – however, the requirement is to disclose this 
information in respect of the contractual periods in which 
they fall. 

•	 Analysis of the age of financial assets that are past due 
but not impaired. Again, this requires the contractual 
period in which the financial assets fall

•	 Analysis of financial assets that are individually 
determined to be impaired.

•	 The fair value of collateral pertaining to past due and 
impaired debtors.

Liquidity risk

Companies are required to include a maturity analysis for 
financial liabilities showing the remaining undiscounted 
contractual maturities and a description of the approach 
to managing the inherent liquidity risk. With respect to 
this requirement, management has to determine if their 
systems are capable of generating undiscounted contractual 
maturities. If not, some data mining would have to be done.

Market risk

This addresses exposure to currency, interest rate and other 
price risk (equity or commodity risk). For companies with such 
exposure, management needs to have a sensitivity analysis 

for each type of market risk prepared and disclosed. In doing 
this exercise, one has to remember the need for prior year 
disclosures as well along with an explanation of any changes 
in methods and assumptions from prior year and reasons for 
such a change.

Disclosure of the components of the 
fair value movement for items clas-
sified as fair value through profit and 
loss

Disaggregating the fair value movements is likely to be a 
significant systems challenge for many companies. 

Discussion of the capital management 
strategy

As if IFRS 7 requirements were not enough to handle, there 
was a simultaneous amendment IAS 1, Presentation of 
Financial Statements. The main requirements are to disclose 
quantitative and qualitative information about the company’s 
objectives, policies and processes for managing capital. One 
of the main areas pertains to the disclosure of breaches of 
externally imposed capital requirements, even if that breach 
was remedied before the year-end! Management needs 
to keep track of their company’s capital requirements and 
identify whether they had a breach in the year.

Meeting expectations?

Companies that are not already preparing for the new IFRS 7 
requirements should observe from the above that it will result 
in significant changes to their disclosures. Financial statement 
page count may increase by 10% to 20%! 

Management needs to ensure that their systems are able 
to generate the information. Remember undiscounted 
contractual information is required. This may not be how 
management runs the business and as such in addition to 
the minimum requirements of the standard they may now 
need to include additional information so that the reader 
can understand how they manage the business. How 
management manages the business is what investors want to 
see and IFRS 7 is the first step towards that process.

In our experience we have seen many companies struggle 
to understand the key requirements within the standard and 
we urge anyone who may be in a similar position to call upon 
your advisors for guidance. 

IFRS 7 – Financial Instruments: Disclosures (Continued)





“It was Holy Thursday afternoon in 
April of 1993 (the 7th to be exact) 
that the announcement was made. 
I remember it well because I was 
leaving the next morning for Jamaica 
to witness their brand of carnival. 
Trinidad & Tobago was having its 
currency arrangements changed from 
the existing system of “exchange 
control” to a “floating” dollar; 
which was subject to an immediate 
devaluation.”

Robert A. Mayers
Managing Director & C.E.O.
CMMB Ltd.

CMMB: 
Intelligent investing

“Absent a willingness to make the 
new local company also list on the 
stock exchange, because RBC seems 
to insist that RBTT will be a private 
company and is no longer going to 
be listed in any form, and providing 
no direct public participation in that 
entity, we came up with the idea to 
therefore list depository receipts. The 
idea of depositary receipts is that 
this would be a new type of security 
contributing to the vibrancy of the 
market. ”

Mr. Osborne Nurse 
Chairman of the Trinidad and Tobago 
Securities and Exchange Commission 
(TTSEC)




